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Part i: Purpose of webinar
 

On July 11, 2016 OCR notified 167 Covered 
Entities of  selection to participate in the HIPAA 
desk audits 

This webinar will: 

 Discuss the desk audit process 

 Identify expectations 

 Give the auditees an opportunity to ask 

questions and raise concerns 
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Webinar agenda
 

 Opening remarks—Jocelyn Samuels 

 Introduction 

 Phase II HIPAA Audit Program 
 Random Selection Process 
 Desk Audits vs. Onsite Audits 

 Desk Audit Mechanics 

 What to Expect 
 Subject HIPAA Controls 
 Document Request – Receipt and Response 
 Final Reports 

 Walk through document submission requirements 

 Q&A’s 
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PHASE II HIPAA Audit 

overview
 

OCR conducted its first audits in 2012.  They were comprehensive, on-site 
audits of  the compliance activities of  115 covered entities. The program 
has been redesigned to reflect an evaluation and new law 

Phase II will: 

 Include both covered entities and business associates 
 Be comprised of  200-250 audits in total 

o	 Over 200 desk audits  
o Smaller number of  comprehensive on-site audits 

Phase II designed to enable OCR to  examine mechanisms for compliance 
 Identify industry best practices 
 Discover risks and vulnerabilities not surfaced through enforcement 

activities 
 Enable us to get out in front of  problems before they result in breaches 
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Audit reporting
 
OCR Goals
 

Audits primarily a compliance improvement activity to help OCR to 

o	 better understand compliance efforts with particular aspects of 
the HIPAA Rules. 

o	 determine what types of technical assistance OCR should 
develop 

o	 develop tools and guidance to assist the industry in compliance 
self-evaluation and in preventing breaches. 

OCR will not post a listing of audited entities or entity-identified findings. However, 
under the Freedom of  Information Act (FOIA), OCR may be required to release 

audit notification letters and other information about these audits upon request by the 
public 
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selection process
 

 OCR identified pools of  CEs that represent a wide range of  health 
care providers, health plans, health care clearinghouses, to better 
assess HIPAA compliance across the industry. 
 Sampling criteria included size, affiliations, location, public or 

private,… 
 Health plans were divided into group plans and issuers and 

providers were further categorized by type 
o hospital, practitioner, elder care/SNF, health system, pharmacy 

 OCR then ran a randomized selection algorithm that drew from each 
of  the categories, resulting in 167 CEs. 
 Finally, the auditees were checked for conflict of  interests with the 

contractor supporting OCR in the audit process, as well as subjects 
of  ongoing investigations.  Conflicting auditees were replaced in kind 
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Desk audits now,
 
onsite audits later
 

 The covered entity desk audits are now underway, and 
will continue through the end of  the year  

 Desk audit scope is limited to a total of  7 controls drawn 
from the Security Rule, the Privacy Rule, and the Breach 
Notification Rule. Entities will either be audited on 
SR controls or PR & BNR compliance 

 Onsite audits will begin in early 2017 

 Onsite audits will evaluate auditees against 
comprehensive set of  HIPAA compliance controls. 

 A desk auditee subject may be subject to an onsite audit
 

U.S. Department of Health and Human Services, Office for Civil Rights	 July 2016 | page 8 



U.S. Department of Health and Human Services, Office for Civil Rights                           

 

Part II: Desk audit 

mechanics
 

 What to expect 

 Timeline for responding to document requests 

 OCR’s expectations regarding document 
response submissions 

 The specific HIPAA controls subject to the desk 
audits 

 The Final Report procedures 
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What to expect
 

Covered entities have 10 business days (until July 22, 2016) to 
provide their responses 
 Responses should contain the specified documentation--

applicable policies, procedures, evidence of implementation 
 Provide complete and relevant materials 
 Refrain from submitting superfluous documentation! 10MB 

file size limitation--

The desk audits of BAs will commence in late September. 
 The same rules and expectations apply to the BA auditees 

The selection pool of the BAs largely drawn from the BAs 
identified by CEs 
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Document requests & 

responses timeline
 

The document request 
 Sent to selected auditees via email 
 Comprised of two separate requests 

o one listing policies, procedures, and/or other related 
documentation
 

o one requesting a list of all the CE’s BAs
 
 Specify the documentation elements to be provided  
 Note that BA listings must be returned electronically, via 

email, to OCR within 10 business days 
 All other items must be submitted using the secure online 

portal link provided in the notification email 
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Document requests & 

responses expectations
 

Depending on the type of entity, each auditee is expected to: 

 Provide only the policies and procedures that are relevant 
to the controls requested 
o	 E.g., CEs must extract the relevant language from larger 

compendiums of policies and procedures if needed 
 It is the auditee’s responsibility to provide clear, complete, 

and responsive documentation to OCR 
 Entities will not receive “credit” for a later document 


submission. 


If a CE does not have the requested documentation, it must 

submit an explanation for the deficiency in its response
 

U.S. Department of Health and Human Services, Office for Civil Rights	 July 2016 | page 12 



U.S. Department of Health and Human Services, Office for Civil Rights                           

 

 

Desk audit HIPAA 

controls
 

Privacy Rule Controls 

Notice of  Privacy Practices & Content Requirements 
[§164.520(a)(1) & (b)(1)] 

Provision of  Notice – Electronic Notice 
[§164.520(c)(3)] 

Right to Access 
[§164.524(a)(1), (b)(1), (b)(2), (c)(2), (c)(3),  (c)(4), (d)(1), (d)(3)] 

Breach Notification 

Timeliness of Notification 
[§164.404(b)] 

Rule Controls Content of Notification 
[§164.404(c)(1)] 

Security Rule Controls 

Security Management Process -- Risk Analysis 
[§164.308(a)(1)(ii)(A)] 

Security Management Process -- Risk Management 
[§164.308(a)(1)(ii)(B)] 
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Desk audit reporting: 

process
 

After review of submitted documentation: 

 OCR will develop and share draft findings with the entity
 

 Entity may respond to draft findings—such written 

responses will be included in the final audit report
 

 Final audit reports will describe how the audit was 

conducted, present any findings, and contain entity 

responses to the draft findings
 

 Under OCR’s separate, broad authority to open compliance 
reviews, OCR could decide to open a separate compliance 
review in a circumstance where significant threats to the 
privacy and security of PHI are revealed through the audit 
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Q&A Session
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Conclusion & summary
 

 Desk Audits are underway! 

 OCR will base its audit only on the documents submitted in the 
specified electronic process. 

 Business Associates desk audits will commence in the Fall, 
and the selection pool will be comprised largely of the BAs 
identified by the CEs in their document responses 

 Comprehensive onsite audits of both CEs and BAs will begin 
in early 2017 
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Additional Questions?
 

OCR Website: http://www.hhs.gov/hipaa/for-
professionals/compliance-enforcement/audit/index.html
 

Audit Mailbox: OSOCRAudit@hhs.gov
 

Zinethia L. Clemmons, Audit Program Manager
 
Zinethia.Clemmons@hhs.gov
 

(202) 260-9845
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